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INTRODUCTION TO ANDROID 
APPLICATIONS 

 

 Among all smartphone devices, Android is the most widely 

used operating system [1] in the world where malware 

penetrate in the form of malicious applications. 

 All Android applications (shown in Figure 1) are in the form 

of APKs (i.e. Android Package Kits). The APK format is used 

by Android operating system to install applications in 

Android based smartphones. 

 Malware stands for malicious software which includes 

virus, worms, Trojan horses, etc. 

 A malware can penetrate into smart-phone devices, 

personal computers, Internet of Things devices, etc. 

 
Figure 1: Android applications 
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INTRODUCTION TO REVERSE 
ENGINEERING 

 Reverse engineering is performed to reverse the process 

of packaged file. For example, the zipped file is unzipped to 

reveal the files it contains.  

 In a similar fashion, reverse engineering is applied on APKs 

to reveal the files it contains. 

 The purpose of reverse engineering is to recover the 

original files written by the application developers.  

 The malware analysis team can perform reverse 

engineering on Android APKs to recover the files for malware 

analysis. 

 Malware analysis is usually accomplished by performing 

reverse engineering on Android APKs to reveal information 

such as permissions, operational codes used by the 

application. 
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OBJECTIVES 
The objective are as follows: 

 To collect Android APKs from third party app store. 

 To download and install reverse engineering tools. 

 To perform reverse engineering on Android APKs. 

 To perform analysis of Android APKs. 

 

APK-TOOL 

 An APK-tool [2] (shown in Figure 2) is a reverse 

engineering tool to reverse the process of an APK file. 

 This tool provides the original files after performing 

reverse engineering on Android APKs. 

 

Figure 2: APK-Tool 
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PERFORMING REVERSE 
ENGINEERING ON ANDROID 

APKs 

The reverse engineering process can be performed with the 

following steps: 

Step 1: Open APKpure on personal computer/laptop by 

browsing the website https://apkpure.com/app as shown in 

Figure 3. 

 

 
 

Figure 3: Opening APKpure 

Step 2: Download APKs by typing the name of the application 

in search box (e.g., PUBG) as shown in Figure 4. One can 

https://apkpure.com/app


6 
 

directly download the APKs which are available on the home 

page without searching for it. Rename the downloaded 

application as “PUBG” on the personal computer/ laptop. 

 

 
 

Figure 4: Download PUBG APK 

 

Step 3: Download the APK-Tool on Windows operating 

system by opening the URL 

https://ibotpeaches.github.io/Apktool/install/ as shown in 

Figure 5. Also, download the wrapper script and save it in a 

text document. 
 

https://ibotpeaches.github.io/Apktool/install/
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Figure 5: Download APK-Tool 

Step 4: Rename the tool as “apktool” which is an executable 

JAR file as shown in Figure 6. The wrapper script is saved as a 

batch file “apktool.bat” as shown in Figure 4. 

 

   
 

Figure 6: APK-Tool and batch file 

 

Step 5: Open a command prompt in personal computer or 

laptop. Type the path of the folder where APK-Tool and 

PUBG APK is stored as shown in Figure 7. 
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Figure 7: Opening command prompt 

 

Step 6: Open APK-Tool via command prompt by typing the 

command “java –jar apktool.jar” as shown in Figure 8 where 

apktool.jar is the downloaded jar file of APK-tool. A manual 

of APK-Tool will appear on command prompt by pressing 

ENTER after typing the above command. 
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Figure 8: Opening APK-Tool manual on command prompt 

 

Step 7: In this step, reverse engineering will be performed on 

the downloaded APK (i.e. PUBG). The APK will be decompiled 

via reverse engineering tool (i.e. APK-Tool) by typing the 

command “java –jar apktool.jar d PUBG.apk” on the 

command prompt as shown in Figure 9. In the above 
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command, d stands for decompile and PUBG.apk is the APK 

file downloaded in Step 2. 
 

  

Figure 9: Reverse Engineering to de-compile PUBG APK 

 

Step 8: In this step, reverse engineering will be performed on 

the downloaded APK (i.e. PUBG). The APK will be decompiled 

further to build other folders via reverse engineering tool 

(i.e. APK-Tool) by typing the command “java –jar apktool.jar 

b PUBG” on the command prompt as shown in Figure 10. In 

the above command, b stands for build and PUBG is the APK 

file downloaded in Step 2. 
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Figure 10: Reverse Engineering to build resource folder of PUBG APK 

 

 

Step 9: A folder with name “PUBG” will appear on the same 

location where the APK-Tool and PUBG APK has been 

downloaded shown in Figure 11. 

 

  
Figure 11: PUBG folder 
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Step 10: This folder (PUBG) contains several files and folders 

as shown in Figure 12. 

 

  

Figure 12: Files and folders in PUBG 

Step 11: Open the AndroidManifest file in 

notepad/notepad++ as shown in Figure 13. The 

AndroidManifest file contains permissions obtained by the 

particular app. 
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Figure 13: AndroidManifest file of PUBG app 
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ANALYSIS OF ANDROID-
MANIFEST FILE 

The following analysis has been performed on 

AndroidManifest file: 

 Dangerous permissions: Dangerous permissions are the 

permissions which after granting access from the user can 

steal personal data of users or affect the phone storage [3]. 

There are several dangerous permissions in Android 

operating system as shown in Figure 14, Figure 15, and 

Figure 16.  

 Malicious application: An application can unnecessarily 

ask for any of these dangerous permissions, even if not 

required. The users should not grant these dangerous 

permissions, unless an app actually needs it. For example, if a 

battery saver application is asking for READ_CONTACTS 

permission, then the user should not grant it. This is because 

the battery saver application doesn’t require to read the 

contact of users. 
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Figure 14: Dangerous permissions-I 

 

 

Figure 15: Dangerous permissions-II 
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 Figure 16: Dangerous permissions-III 
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